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THERE IS 
ALWAYS A 
MISSION 
EMBEDDED.

ADVANCED ONBOARD VIDEO SYSTEM  
FOR RAIL VEHICLES

Maximum Safety Onboard

Enhance the safety of your rail vehicles with a highly reliable and future-proof video surveillance solution 
from Mission Embedded – tailored to your specific requirements.

Mission Embedded‘s onboard video system has been specially developed for rail traffic and offers comprehensive 
features for video monitoring, recording, transmission, and analysis – in full compliance with all relevant data protec-
tion regulations. Its modular and customizable design allows seamless integration into various system architectures 
and supports a wide range of use cases and vehicle types – from trams to high-speed trains.

Your advantages

Solution Brief: Advanced Onboard Video System for Rail Vehicles

One system –  
endless possibilities

Beyond recording: Leverage train 
and passenger data for efficient 
operations & capacity manage-

ment - seamlessly integrated into 
your back-end IT systems.

Intelligent systems –  
full visibility

Enhance your safety monitoring  
with AI-driven analytics for  

real-time detection of critical 
events and efficient analysis of 

recorded video data. 

For new vehicles & 
refurbishments

Seamless integration & future-
proof modernization of CCTV 

systems – for enhanced perfor-
mance, extended service life & 
efficient fleet modernization.

Data protection & security  
at the highest level

A robust, high-security system 
that leverages cutting-edge  

technologies to safeguard sen-
sitive data and ensure legally 
compliant evidence handling.

Modular & scalable – as  
partial or complete solution
Whether new cameras, CCTV  
recorders, or a fully integrated 

video system: The modular archi-
tecture allows precise adaptation 

to your specific requirements.

Reduced workload –  
increased efficiency

Automated workflows and 
intelligent functions reduce the 

workload on your team and  
ensure efficient, seamless,  

and future-ready operations.

Your trains – ready for  
the digital future

Equip your vehicles with a  
smart video system that com- 

bines maximum safety, intuitive 
operation, and long-term  

investment protection.

End-to-end solution   
from a single source

Premium quality and compre-
hensive expertise in a tailored, 
turnkey solution – with dedica-
ted support across the entire 

lifecycle.



System overview 
The components of Mission Embedded’s onboard video system are seamlessly aligned and can be easily integra-
ted into existing vehicle systems. Thanks to its modular design, the system can be flexibly tailored to meet specific 
requirements. A wide selection of cameras, monitors, storage options, and transmission paths enables customized 
solutions for any fleet.

Functions & applications 
From crime prevention and legally compliant incident documentation to automated passenger counting – Mission 
Embedded’s onboard video system offers extensive functionality with optional onboard and ground-side extensions.
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      Onboard Video System

■	 Secure video recording  
	 (incl. tamper-proof data storage)
■	 Live video monitoring in the vehicle
■	 Train-to-ground communication
■	 Geolocation-based video recording
■	 Integration with vehicle systems  
	 (e.g. destination display)
■	 Automated passenger counting
■	 Real-time incident detection
■	 Empty train detection to support  
         operational staff

Wayside

      Evaluation Station
■	 Data analysis and evaluation
■	 Data carrier management

      overVIEW Video Management System
■	 Remote access to recorded video data
■	 Intelligent analysis & evaluation
■	 Alarm and incident management
■	 Live view of selected cameras
■	 Easy integration with third-party systems  
	 (e.g. voice communication, PIS, sensors)

      Fleet & Device Management System
■	 Status & health monitoring
■	 Remote system maintenance
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Fig. 1: Available components of the onboard video system – customizable to your needs

Monitors



Information and data security 
Mission Embedded ensures the highest security standards through a consistent security-by-design approach. In 
addition to the international ISO 27001 standard and the European NIS-2 directive, a structured design process 
based on IEC 62443-4-1 ensures thorough risk assessments and the implementation of targeted security measures.

Sensitive data is protected using advanced encryption technologies and managed via a tamper-proof storage ser-
vice that guarantees data integrity and compliance with legal and organizational requirements. Functions such as 
retention policies and legal holds support efficient, regulation-compliant data management throughout the entire 
lifecycle.

Compliant with GDPR, NIS-2, and CRA	  
Mission Embedded ensures legal certainty and full compliance with the General Data Protection Regulation (GDPR), 
the NIS-2 directive, and the Cyber Resilience Act (CRA). Our solutions address country-specific data protection re-
quirements, offering maximum transparency and comprehensive protection of sensitive data.

Tailored components for your onboard system
Mission Embedded’s onboard video system features robust, high-performance hardware components that can be 
precisely tailored to meet your specific operational requirements. 

1.	 Onboard CCTV recorder 
The compact, fanless guardME CCTV recorder from Mission Embedded serves as the core of the onboard video 
system, providing reliable protection for both passengers and vehicles. It supports the recording of video streams 
from analog and digital CCTV cameras and captures key vehicle system data. guardME is specially developed and 
certified for use in rail vehicles.

Key features:

■	 Supports up to 20 4K IP cameras & optionally  
         up to 8 analog cameras (PAL/NTSC)

■	 Lockable, hot-swappable data carrier 

■	 Multi-layered security architecture for   
         protecting sensitive data

■	 Seamless integration with vehicle bus systems   
	 such as IBIS-IP and TRDP

■	 Automatic camera configuration  
	 (field of view and image settings)

■	 Camera health monitoring for early fault detection

■	 Embedded metadata for targeted search and efficient video analysis of video streams

■	 Flexibly extendable with onboard and ground-side applications such as overVIEW video management  
         and fleet management by Mission Embedded.

■	 Supports integration with external systems, including passenger counting and vehicle bus systems, as  
         well as the acquisition of additional data such as audio signals and event information.

■	 Compatible with various onboard power supply voltages such as 24 VDC and 110 VDC

■	 Optional modules: 5G or GNSS

■	 Certified according to CENELEC railway standards EN 50155, EN 50121, and EN 45545-2
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Fig. 2: guardME CCTV recorder from Mission Embedded

https://mission-embedded.com/wp-content/uploads/2025/11/guardme-nvr-datasheet-2025-en.pdf


2.	 High-resolution cameras for every application
The system allows the flexible integration of IP cameras depending on operational needs – enabling targeted moni- 
toring of areas such as passenger zones, doors, fare collection points, or trackside infrastructure.

The high-resolution cameras deliver crystal-clear footage for both real-time monitoring and post-event analysis.

Key features:

■	 Wide range of camera types – vendor-independent and adaptable, e.g. dome, fisheye,  
         door, dashcam/driver, and exterior cameras

■	 Day & night models – optionally with infrared illumination

■	 Advanced backlight compensation and wide dynamic range – for reliable image quality  
         in changing lighting conditions

■	 Vandal-resistant housings (IK10 protection class) – rugged and tamper-proof

■	 Flexible mounting options: surface-mounted, ceiling-recessed, or concealed installations

■	 Tailored lens selection – perfectly adapted to mounting location and viewing angle

■	 Custom color options – for seamless integration into vehicle interiors

Tailored planning for your vehicle

Mission Embedded designs customized system designs precisely tailored to the specific application areas and in- 
stallation conditions. Using advanced illumination analysis and simulations, the optimal camera placement is de-
fined to ensure complete area coverage and efficient calculation of the required number of cameras. Regulatory 
requirements are fully considered to guarantee a compliant and future-proof solution.

3.	 Automated passenger counting (APC) sensors (optional)
Smart APC sensors deliver accurate, real-time passenger counts while ensuring compliance with data privacy 
regulations. When combined with video data, they enable in-depth analysis to support efficient passenger flow 
management and optimize vehicle utilization. Sensor technologies from multiple manufacturers can be seamlessly 
integrated into the onboard video system, providing maximum flexibility and adaptability. 

4.	 Monitors for driving personnel (optional)
Flush-mounted or surface-mounted monitors provide a live display of camera feeds from passenger and door areas.
High resolution, fast image refresh rates, and anti-glare screens ensure excellent visibility in all lighting conditions. 
The system supports the seamless integration of monitor solutions from different manufacturers.
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Fig. 3: Wide range of camera form factors for flexible vehicle installation



5.	 5G router
The versatile ROME 5G router from Mission Em-
bedded is specifically engineered for rail ap-
plications. Its modular architecture allows flex-
ible adaptation to diverse requirements in terms 
of performance, functionality, and scalability. 
The rugged, rail-certified onboard router complies with 
EN 50121, EN 50155, and EN 45545, and provides relia-
ble multi-link 5G connectivity. It supports a wide range 
of use cases – from mission-critical communication to 
passenger Wi-Fi and infotainment systems.

6.	 Accessories & extensions
 
■  Shock-resistant and lockable data carrier for 
CCTV recorder guardME

The hot-swappable data carrier enables fast replacement 
without interrupting operation and automatically initia- 
lizes unregistered storage media. Its robust construct-
ion, extended temperature range, and long service life 
ensure maximum reliability under demanding conditions. 
Storage capacity is tailored to system requirements,  
camera count, and video quality – supporting up to  
several hundred hours of video recording.
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Fig. 4: ROME 5G router from Mission Embedded

Fig. 5: Lockable data carrier

Fig. 6: Evaluation software for external transfer unit

■  External transfer unit

Mission Embedded‘s external transfer unit enables au-
thorized personnel to securely access and analyze en-
crypted data from SSD data carriers. The carrier can 
be connected to a standard PC or laptop via USB. The 
evaluation software includes key features such as:

–   Side-by-side display of multiple video streams
–   Timestamp and metadata search
–   Bookmarking of relevant events
–   Export of video sequences and still images

■  overVIEW ONBOARD video management system

With overVIEW ONBOARD, Mission Embedded offers an advanced solution for intelligent video surveillance in rail 
vehicles. Using AI-powered video analytics and a wide range of features, the system supports operators in the early 
detection of critical events, efficient remote video evaluation, and more. It also contributes to operational efficiency 
and improved passenger comfort. For further details, refer to the solution brief: “overVIEW ONBOARD – Intelligent 
Video Surveillance on Trains”. 

■  Managed/Unmanaged PoE ethernet switches

Managed and unmanaged PoE Ethernet switches ensure reliable integration of IP cameras and support a scalable 
network infrastructure. They provide power to cameras via Power over Ethernet (PoE) and enable stable, high-res-
olution video transmission. The onboard video system is vendor-independent and compatible with a range of switch 
solutions.

https://mission-embedded.com/wp-content/uploads/2025/11/rome-5G-railway-router-datasheet-2025-en.pdf
https://mission-embedded.com/wp-content/uploads/2025/08/mission-embedded-onboard-cctv-solution-brief-en.pdf
https://mission-embedded.com/wp-content/uploads/2025/08/mission-embedded-onboard-cctv-solution-brief-en.pdf
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About Mission Embedded
Mission Embedded is an Austrian technology company 
specializing in the development and delivery of high-relia-
bility embedded systems and intelligent system solutions 
for safety-critical applications.  

We provide tailored solutions for industries with the high-
est safety and security requirements, including rail & 
transport, industry, aviation, defense, and medical tech-
nology.  

With innovative technologies and intelligent solutions, we 
support businesses in the digital transformation and mo-
dernization of their systems and infrastructures – enhan-
cing safety and security, efficiency, and future viability. 

From intelligent assistance and industrial IoT solutions 
to next-generation safety monitoring and communica-
tion systems – Mission Embedded develops and delivers 
comprehensive system solutions that create real added 
value.

Mission Embedded is a member of the Frequentis Group, 
the leading provider of safety-critical information and 
communication systems, and builds on 75 years of ex-
perience in the field of mission-critical system solutions.

 
Mission Embedded - Your partner for innovative sys-
tem solutions 

■	 100% Cost security

We guarantee fixed development and series prices 
right from the start, ensuring full cost control and 
minimizing financial risks. This allows you to focus 
on your market while we take care of the technical 
implementation – reliably and predictably.  

■	 25 years investment protection

We provide up to 25 years of long-term support 
and lifecycle management. Our approach is based 
on extensive lifecycle experience and intelligent, 
forward-looking strategies. Even long after market 
launch, we continue to support maintenance, 
production adjustments, and field issues.

■	 Expertise from 75+ specialists

We create real added value by combining know-
ledge and experience. Our highly specialized team 
of 75+ experts ensures your competitive edge in 
product innovation through expertise in image and 
sensor processing, sensor and system integration, 

artificial intelligence, safety and security, reliability, 
explosion protection, radio and wireless communi-
cation, embedded systems, low-power solutions, 
and regulatory approvals. 

■	 End-to-end solution provider 

A Mission Embedded system is more than just an 
intelligent combination of hardware, software, and 
mechanics. We develop customized solutions that 
seamlessly integrate into your environment, built on 
a deep understanding of your needs – beyond just 
technical specifications. 

Additionally, we offer a comprehensive service 
package for your development, supply chain 
management, just-in-time production, and seamless 
delivery. This guarantees that you receive exactly 
what you need – on time and with full reliability – 
from initial concept to hands-on support in the field.

■	 Certified to the highest quality standards

Certifications reflect our unwavering commitment to 
the highest standards and our continuous pursuit of 
excellence. 

Mission Embedded is certified according to:   

■  ISO/IEC 42001:2023 - AI Management
■  ISO/IEC 27001:2022 - Information Security 
■  ISO 9001:2015 - Quality Management 
■  ISO 14001:2015 - Environmental Management
■  IRIS Silver Level - Rail Industry Standard
■  ATEX / UKEX / IECEx - Explosion Protection

	 Get in touch with us: 
	 Your contact person:

	 Additional information: 

	 ■ overVIEW ONBOARD: Intelligent video  
	        surveillance in trains

The information contained in this publication is for general information purposes only. The technical specifications and requirements are correct at the time of publication. 
Mission Embedded accepts no liability for any error or omission. Typing and printing errors reserved. The information in this publication may not be used without the express 
written permission of the copyright holder. Version 2026. 

Dr. Christof Pitter 
Division Manager  
Sales, Marketing & Research

Tel: +43 1 997993-0 
sales@mission-embedded.com
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