
PRODUCT DESCRIPTION 
guardME enables the recording of both analog and digital camera 
signals and supports the collection of a wide range of addition- 
al data. In combination with the overVIEW Video Management 
System, the system provides location-independent access to live 
streams and video recordings — either via the cloud or locally 
(on premises). Alternatively, data can be retrieved using a secure 
removable data carrier and Mission Embedded’s external evalua-
tion station. guardME also supports AI-driven analytics, such as 
the early detection of safety-critical events and other applications. 
A comprehensive, multi-layered security architecture ensures re-

guardME ONBOARD VIDEO RECORDER 
CLOUD-READY NETWORK VIDEO RECORDER FOR INTELLIGENT, FUTURE-

PROOF VIDEO SURVEILLANCE IN RAIL VEHICLES

liable data protection in full compliance with GDPR and NIS-2 
regulations. Optional integration with Mission Embedded’s fleet & 
device management system enables centralized monitoring and 
configuration of all connected systems. Its modular system archi-
tecture allows flexible customization to meet individual customer 
requirements and ensures seamless integration in both existing 
and new vehicle platforms. Thanks to its robust, rail-certified, and 
maintenance-friendly design, guardME provides a dependable 
and future-proof solution for long-term use in rail transportation 
environments.
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KEY FEATURES

▪	 Legally compliant recording of analog and digital (IP) video signals 
▪	 Automatic camera configuration for optimal video output
▪	 Integrated camera health monitoring for early fault detection 
▪	 Embedded metadata for efficient search in and analysis of video streams
▪	 Recording of additional data (audio, event, IBIS, and positional data)
▪	 Lockable, hot-swappable removable storage device — readable via Mission Embedded’s external evaluation station
▪	 Multi-layer security concept to protect sensitive data in accordance with GDPR & NIS-2
▪	 Seamless integration into vehicle systems with fast and simple installation
▪	 Cloud-enabled for location-independent access to live and archived data, plus centralized maintenance and analysis
▪	 Easily expandable with onboard and wayside applications such as Mission Embedded’s overVIEW ONBOARD video      
    management and fleet & device management solutions
▪	 Wide range of interfaces and expansion options, e.g., optional 5G or GNSS modules
▪	 Robust, durable, rail-certified design in accordance with CENELEC EN 50155, EN 50121, and EN 45545-2

APPLICATIONS
▪	 Onboard video surveillance in rail vehicles 
▪	 Legally compliant video recording  
▪	 Remote access to video recordings, event data, and live streams
▪	 Intelligent video analytics, such as AI-assisted incident detection
▪	 Centralized fleet & device management

EN50121-4 
EN50155
EN45545



SPECIFICATIONS

SYSTEM

Operating System	 ME Enhanced Linux Platform

Processor	 Intel® Atom x7000RE Series (Standard: X7433RE) 
		  2 x 1.0 / 3.2 GHz up to 8 x 1.3 / 3.6 GHz (Standard: 4 x 1.5 / 3.4 GHz)

Memory	 4 to 32 GB LPDDR5 (Standard: 8GB)

Operating System Storage	 32 GB eMMC

Real-Time Clock (RTC)	 Integrated, battery-backed for precise timestamping

Watchdog Timer	 Integrated, for system monitoring

Reliability	 MTBF > 100.000 h

RECORDING & DATA STORAGE

Recording Modes	 Ring and alarm recording

Data Management	 ▪ Automatic deletion based on the FIFO principle 
		  ▪ Secure long-term archiving of relevant video data (Legal Hold)

Recording Duration	 Configurable based on project requirements

Analog Video	 PAL 720 x 576, 25 fps

Digital Video	 IP formats H.264, H.265

Embedded Metadata	 Audio, IBIS (VDV300), GPS, event data

Video Data Storage	 SSD technology with up to 16 TB capacity including power-loss protection 
		  Standard configuration: 960 GB

Storage Medium	 Hot-swappable removable data carrier with mechanical locking mechanism

SOFTWARE

Application Software	 ▪ Mission Embedded VSS Video Controller Software
		  ▪ Local evaluation software

Software Updates & Configuration	 Local maintenance interface (web UI)

Camera Configuration	 Automatic video image adjustment
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DATA PROTECTION & SECURITY

Tamper Protection	 Signed and end-to-end encrypted data transmission

Access Protection	 ▪ Physical protection of the storage drive via lock and key 
		  ▪ Access exclusively via Mission Embedded’s evaluation station with   
		  ▪ FIDO2 security token and PIN authentication 
		  ▪ Advanced security processes through Mission Embedded’s overVIEW VMS 
		    (e.g., granular access rights, four-eyes principle)

Video Verification	 Integrated tamper detection to ensure data integrity

Cyber Security	 ▪ System architecture prepared for EU Cyber Resilience Act requirements
		  ▪ Compliance with GDPR and NIS-2 regulations
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INTERFACES

Network	 2 × M12 X-coded female, 10/100/1000 Mbps, max. cable length: 3 m

USB	 1 × M12 A-coded female, 4-pin (USB 2.0), max. cable length: 3 m

Video Inputs	 ▪ Support for up to 20 IP cameras & optionally up to 8 analog cameras (PAL/NTSC) 
		  ▪ Optional 12 V camera power supply 
		  ▪ Flexible connector configuration for video signals

Audio	 Integrated into the video stream or separately transferable via network

Input/Output	 1 × SUB-D female, 9-pin, with 2 digital outputs (max. 50 mA) and 
		  4 digital inputs (max. 50 mA / 36 V), max. cable length: 3 m

Antenna	 Up to 3 × TNC connectors (optional)

SIM Slots	 4 × Mini-SIM (2FF) for LTE/5G communication modules

Status Indicators	 8 LEDs: 1 × power status indicator (PWR), 7 × configurable status LEDs

INTEGRATION

Standards & Protocols	 Supports IBIS VDV300 (including active responses to status requests),  
		  ITxPT, and TRDP; additional bus systems available on request

Device Control	 ▪ Mission Embedded Device Management Protocol (UDM) 
		  ▪ Control via digital input signals (GPI) 
		  ▪ Signaling of system states via digital output signals (GPO)

Expandability	 Expandable with onboard and wayside applications such as Mission Embedded’s 
 		  overVIEW video management and fleet & device management solutions

POWER SUPPLY

Input Voltage	 24 VDC or 110 VDC, compliant with EN 50155 Class S2
		  Voltage interruption: EN 50155 – Class S1 (Standard), Class S2 (optional)

Power Consumption	 Typically 25 W, maximum 60 W

Power Connector	 M12 S-coded male, 4-pin, max. cable length: 3 m

Grounding Stud	 M4

ENVIRONMENTAL CONDITIONS	 Testing according to IEC 60068-2

Operating Temperature	 -25 to +70 °C (EN 50155 Class T3)

Storage Temperature	 -40 to +85 °C

Relative Humidity	 5 to 95 % at 40 °C, non-condensing

Shock and Vibration Resistance	 EN 50155 (EN 61373)

Ingress Protection	 IP20

STANDARDS & CERTIFICATIONS

Shock and Vibration	 EN 61373

EMC	 EN 50121-3-2, EN 50121-4, CE/FCC Class A

Safety Compliance	 UL Listed, CB certificate, CCC and BSMI approvals (where applicable)

Environmental	 EN 50155 

CE	 2014/30/EU (Electromagnetic Compatibility Directive) 
		  2014/35/EU (Low Voltage Directive) 
		  2011/65/EU (RoHS) 
		  1907/2006/EU (REACH)

Fire Protection	 EN 45545-2, HL3
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MECHANICAL DATA

Dimensions (W x H x D)	 256 x 90.5 x 218.6 mm

Housing	 Robust aluminum enclosure with cooling fins

Weight	 Approx. 3.1 kg (depending on configuration)

Mounting	 Fast and easy installation via base plate

Mission Embedded develops and supplies highly reliable embedded systems for professional applications in safety-critical areas 
such as railway and transportation, special vehicles, industry, medical technology as well as aerospace and defense. Our high- 
quality tailor-made solutions enable our customers to turn their innovation projects into reality within the shortest possible time.
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THERE IS ALWAYS A 
MISSION EMBEDDED

					    OPTIONAL EXTENSIONS

Hardware 

AI Accelerator	 For high-performance, AI-assisted real-time video analytics

LTE/5G Mobile Connectivity 	 Up to two modules, each with four SIM slots; standard: LTE 
		  Additional WWAN options available on request

Wi-Fi 	 Up to two dual-band modules (IEEE 802.11a/b/g/n/ac) 

GNSS-Modul 	 For precise positioning (e.g.: GPS, Galileo) 

Software

overVIEW Videomanagement	 ▪ Cloud-based access to video recordings and live streams 
		  ▪ Selective or full download of video data 
		  ▪ Secure long-term archiving (Legal Hold function) 
		  ▪ Integrated video analytics directly within the browser application 
		  ▪ Export of raw data, segments, and metadata in various encodings and   
		    formats — with tamper protection and encryption

Fleet & Device Management	 ▪ Centralized health monitoring of all components (e.g., guardME video  
		    recorder, cameras) 
		  ▪ Over-the-air updates and remote configuration 
		  ▪ User and permissions management with role-based access control 
		  ▪ Secure VPN communication via Mission Embedded linkME


