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INTELLIGENT VIDEO SURVEILLANCE IN TRAINS

Advanced onboard CCTV solution with Al-powered video analytics, efficient re-
mote access, and versatile features designed for tomorrow's rail operations

1. Introduction

The safety of passengers and staff, as well as the pro-
tection of infrastructure and vehicles, remains a top
priority for rail operators. However, rising crime rates
in public transport continue to pose a growing challen-
ge. In Germany alone, 25,640 violent incidents were
reported on railway premises in 2023 — an 11% in-
crease compared to the previous year. Assaults on both
passengers and train personnel are also on the rise."
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Fig. 1: Incidents of violent crime in railway premises and onboard trains
(Source: German Federal Police Annual Report 2023)

These incidents not only undermine the sense of secu-
rity among travelers but also lead to significant financial

1 German Federal Police: Annual Report 2023

losses due to service disruptions and infrastructure da-
mage. To address these challenges effectively, modern
and proactive security solutions are essential.

Advanced video surveillance systems powered by Arti-
ficial Intelligence (Al) and innovative functionalities offer
rail operators entirely new possibilities to enhance on-
board security. At the same time, they help streamline
operations and improve the overall passenger expe-
rience. Ultimately, such technologies make a significant
contribution to improving the reliability, acceptance, and
cost-efficiency of rail transport.

In addition, these modern onboard CCTV systems com-
ply with the highest regulatory standards in the areas of
cyber-security, data protection, and Al governance — a
crucial factor for operators of critical infrastructure who
must meet stringent requirements regarding security,
transparency, and compliance.

The following solution overview outlines how intelligent
video surveillance by Mission Embedded actively im-
proves safety and operational efficiency in rail transport
and highlights the tangible benefits it offers to railway
operators.
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Potential threats and challenges for railway operators
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2. Current state of security
monitoring

Security monitoring on trains currently relies on a com-
bination of technologies, procedures, and personnel-
based measures, including:

= Video surveillance: Onboard cameras record
video footage, which is manually retrieved by author
ized personnel at depots and then centrally managed
(i.e. archived). In the event of an incident, the footage

is reviewed and forwarded to authorities as evidence.

\]
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carrier removal
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= Presence on-site: Security
and law enforcement officers pro-
vide passenger protection on the
ground and are available to respond

immediately in case of incidents.

L Emergency = communica-
tion: Integrated intercom systems,
emergency call functions, and spe-
cialized operator apps allow pass-
engers to contact security person-

nel in critical situations.
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Despite their value, these measures have notable Ili-
mitations. They are largely passive and reactive, of-
fering little in terms of real-time intervention. Fur-
thermore, they depend heavily on the availability of
trained personnel — a growing challenge amid the cur-
rent shortage of skilled staff in the transportation sector.
3.

Innovative technologies for

maximum safety & efficiency

Advanced technologies such as Artificial Intelligence (Al)
and flexibly deployable systems — whether installed on-
premises or operated via the cloud — are transforming the
way security is monitored in passenger transport. They
empower rail operators to move from reactive to pro-
active safety strategies, aligning with the evolving de-
mands of modern rail networks, while also delivering sig-
nificant gains in operational efficiency and cost reduction.

Key benefits for rail operators

L] Efficient remote access to video footage:
Legal proceedings require complete and unaltered video
evidence. overVIEW ONBOARD enables secure and direct
remote access to relevant recordings — eliminating the need
for time-consuming manual retrieval of data carriers on-site
(Fig. 2).

This capability significantly speeds up investigations and re-
duces the workload for staff and internal processes.
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Fig. 2: Comparison of conventional and intelligent video surveillance using the example of "post-incident investigation"
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Fig. 3: Comparison of conventional and intelligent video surveillance using the example of "onboard emergency"

= Faster response through live access to the
train: Modern surveillance systems provide remote ac-
cess to the live video streams, enabling real-time monitor-
ing of safety-critical events. This ensures immediate and
targeted response without delays — even from centralized
control centers (Fig. 3).

] Al-powered incident detection for fast, reliable
response: Advanced video analytics detect safety-crit-
ical events, such as violent behavior or suspicious ac-
tivity, objectively and in real time. This enables early risk
detection and immediate counteraction, such as activat-
ing the emergency response chain for swift evidence col-
lection and intervention.

L Operational efficiency through cloud integra-
tion: Cloud-based systems — whether as private cloud
solutions or SaaS models — offer flexible data storage
and fast, location-independent access to relevant infor-
mation. They reduce the need for dedicated hardware
and maintenance, automate manual workflows, and sig-
nificantly help lower operational costs.

The integration of these technologies represents a sig-
nificant advancement over traditional approaches and
marks a turning point in rail security monitoring.

4. overVIEW ONBOARD: Intelligent
video surveillance for trains

Flexible, scalable, and fully integrated onboard CCTV
solution with comprehensive Al-powered features

Mission Embedded’s overVIEW ONBOARD is an inno-
vative safety monitoring solution for rail vehicles, combi-
ning state-of-the-art technologies such as artificial intelli
gence to automatically detect critical incidents, trigger

rapid countermeasures, and optimize operational effi-
ciency. The solution is fully customizable to meet a wide
range of surveillance requirements and can be easily ex-
panded with additional features as needed.

Its user-friendly interface offers functionalities such as
live video display, remote video analysis, alarm ma-
nagement, and more. In addition, it enables centralized
control of the entire security infrastructure — all from a
single location.

Additional control room functions, including voice commu-
nication and reporting, can be seamlessly integrated. The
system offers high flexibility, enabling the integration of
customer-specific features and additional sensors such as
smoke and gas detectors.
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Fig. 4: overVIEW ONBOARD core functions
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The scalable and modular solution — comprising hard-
ware, software, and centrally managed infrastructure —
can be seamlessly integrated into existing systems and
ensures secure, reliable connectivity with third-party plat-
forms.

Whether implemented as cloud-based (SaaS or private) or
on-premise solution, the web-based platform offers maxi-
mum flexibility and rapid deployment.

The cloud-based option offers numerous operational ad-
vantages
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Fig. 5: Advantages of cloud-based systems (SaaS or private cloud)

Al-powered real-time analysis

overVIEW ONBOARD features advanced Al-based
real-time video analytics with automated scene under
standing, delivering precise, objective, and consistent in-
sights into incidents or potential security threats — right
when they matter most.

By enabling faster and more effective incident detection,
the system reduces reliance on manual monitoring and
significantly improves safety, responsiveness, and op-
erational efficiency across public transportation networks.

Use cases

Al-powered video analytics empowers rail operators to
improve passenger safety, travel experience, and opera-
tional performance through a wide range of applications:

] Automated incident detection

Aggression detection Medical emergency detection

Identifies aggressive behavior in Detects when a person collapses
real time and triggers automatic and issues an immediate alert
alerts

u Passenger comfort & operational optimization

Automated passenger counting Available seat detection

Tracks occupancy levels to optimize Identifies free seats and displays
passenger flow and resource plan- availability via PIS (e.g. onboard dis-
ning plays or mobile apps)

Special use area monitoring Unattended object detection

Detects available spaces for bicycles, Identifies and reports abandoned
strollers, or wheelchairs and commu- items in the passenger area
nicates this in real time

Empty train detection Al-powered train inspection

Notifies train staff when the train has Detects dirt, spills, or litter to enable
been vacated, e.g., at terminal stati- targeted cleaning and maintenance
ons planning
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= Monitoring in direction of travel with dashcam-
supported incident documentation

In addition to in-cabin surveillance, overVIEW ONBOARD
enables precise monitoring of the track area ahead using
advanced dashcam technology.

If a person is detected on or nearby the track using Ar-
tificial Intelligence, the system automatically starts video
recording to document safety-relevant incidents and se-
curely store the footage for legal review. Alternatively, re-
cordings can be triggered manually by train staff or the
control center.

An integrated anonymization feature ensures full compli-
ance with data privacy regulations.
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Fig. 6: Dashcam-supported documentation of trackside incidents

Expanded situational awareness through sensor
integration

The system allows for the flexible integration of various
safety-relevant sensors — such as smoke detectors or
acoustic sensors — to identify potential hazards at an
early stage and enable a targeted, data-driven response.

The integration of GNSS further supports precise, geo-
location-based video recording, facilitating accurate in-
cident localization.

Live video access to the train

In emergencies, real-time insight into onboard activity is
critical. overVIEW ONBOARD enables live video streaming
from the train, allowing security personnel to analyze inci-
dents as they occur and take immediate actions (Fig. 7).

Validation & Action
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- Informationen to:
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@

3. Live-video access
to the train

2. Automated alarm

1. Real-time
aggression detection

Fig. 7: Live monitoring with immediate intervention options

Rapid evidence collection & integrated incident
documentation (legal recording)

In addition to capturing video and audio data, overVIEW
ONBOARD also records vehicle metadata such as
GNSS coordinates, timestamps, route details, and event
triggers — ensuring fast, accurate investigations and com-
prehensive incident documentation.

In emergencies — for example when the emergency but-
ton is activated — the system automatically records a
user-defined time interval before and after the event. The
video footage can be accessed remotely in real time or
transferred at the next depot stop, ensuring comprehen-
sive and seamless incident documentation.

Fig. 8: Integrated incident management

All evidence is stored in a tamper-proof, audit-compli-
ant manner. With end-to-end encryption, the data can
be securely exported and reviewed. Access control via
identity-based multi-factor authentication ensures maxi-
mum data security and supports legally admissible use
by authorities.

Optional offline analysis with local evaluation station

The local evaluation station from Mission Embedded pro-
vides an efficient solution for retrieving, analyzing, and
managing video data from onboard recorders — such
as Mission Embedded’s guardME CCTV recorder. This
solution significantly speeds up evidence review while
ensuring data integrity throughout the process.
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Data protection and information security

Mission Embedded’s intelligent video surveillance
system ensures the protection of personal data
during active operation. Video data is processed
directly on board and in real time using the sys-
tem's volatile memory (RAM) of the computing unit
— without any storage, even temporary, on a phy-
sical data carrier. Image data is captured direct-
ly from the cameras, analyzed in RAM, and then
completely deleted.

To uphold the highest data protection standards,
faces are automatically blurred by default. Access
to unprocessed footage is restricted to authorized
personnel with special access rights, for example,
in the context of legally admissible evidence col-
lection.

All information derived from video data — such as
passenger counts or specific events — is fully ab-
stracted and anonymized, containing no personal
data.

Al-supported anonymization
1. Face detection
2. Blurring of detected faces

& A
N )

Full compliance with EU Al Act, NIS-2, and
GDPR

For operators of critical infrastructure, full compli-
ance with data protection, cybersecurity, and Al-
related regulations is essential.

Mission Embedded ensures full compliance with
the Cyber Resilience Act (CRA) and guarantees
that its systems meet the latest cybersecurity
standards, offering robust and resilient protection
against threats.

The company is certified according to ISO/IEC
42001 (Al management systems) and ISO/IEC
27001 (information security). It also fully imple-
ments the NIS-2 Directive, meeting the highest
standards for secure, transparent, and responsible
Al use and the protection of sensitive data.

Modular and scalable design

A key advantage of overVIEW ONBOARD is its modu-
lar architecture and high scalability. Additional trains and
new features can be seamlessly integrated without the
need for complex installation procedures. This flexibility
enables effortless adaptation to growing fleets and evol-
ving operational demands — without requiring significant
technical modifications. As a result, overVIEW is ideally
suited for dynamic, future-oriented railway environments.

Cloud-native, private or on-premise deployment

Mission Embedded overVIEW ONBOARD leverages
both cloud and edge computing technologies to enhance
usability, scalability, and flexibility — while also reducing
costs and minimizing environmental impact. The system
can be deployed in public or private cloud environments,
or as an on-premises solution, depending on the opera-
tor’'s needs. A private cloud offers the ability to run se-
cure, dedicated infrastructure and application, both phy-
sically and virtually, tailored to specific compliance and
operational requirements.

overVIEW ONBOARD Cloud services and benefits

S d 4D
Web-based Mobile application via 24/7 Remote access

application tablet or smartphone from any device

P

-l
Real-time Functions for Data recording, stor-
Al analysis analysis and reporting age & management

® 3

Network and
system security

S

Fast deployment of
additional services

Data security with
back-up function
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Fig. 9: Mission Embedded overVIEW ONBOARD application with browser-based control room display

24/7 fleet monitoring

With web-enabled connectivity, users can access a wide
range of live and recorded video streams anytime, any-
where — whether via control room monitors (Fig. 8) or
mobile devices.

This capability elevates traditional video surveillance,
delivering maximum flexibility, control, and transparency.

= Advanced control room capabilities

Mission Embedded overVIEW ONBOARD includes a
comprehensive set of control room features, such as:

— Two-way audio communication

— Video recording and playback
Alarm management

Incident management

Reporting and documentation tools

= Integrated fleet management

Thanks to robust, secure wireless connectivity, the system
seamlessly integrates with modern fleet management plat-
forms — including those developed by Mission Embedded.
An intuitive, map-based dashboard enables real-time ve-
hicle tracking and status monitoring, covering everything
from location and operational state to diagnostic data.
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Fig. 10: Mission Embedded fleet management:
Map with real-time fleet status

Additionally, remote management of software updates,
system configurations, and maintenance tasks help
streamline operations (Fig. 11).
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Fig. 11: Centrally controlled data & device management

This level of live fleet control enhances transparency and
enables data-driven optimization of rail vehicle opera-
tions.

Complete or modular solution with simple system
integration

Mission Embedded offers comprehensive expertise in
end-to-end system integration, combining hardware, soft-
ware, and services into cohesive, efficient solutions. over-
VIEW ONBOARD can be deployed as a comprehensive
turnkey video surveillance solution or as a modular add-
on, easily integrated into existing third-party environments.

In both cases, operators benefit from proven, readily
available components from Mission Embedded — such as
the ROME routing platform (5G) and the guardME CCTV
recorder — that help to reduce costs and accelerate de-
ployment.
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] All-in-one turnkey solution

A complete solution from Mission Embedded includes
hardware components such as the guardME CCTV re-
corder, cameras, sensors, and gateways — combined
with software applications like Al-based analytics, dash-
boards, and web apps, as well as services including data
analysis, video evaluation, secure storage, and backup.

All system components are specifically certified for rail
use, in compliance with standardized CENELEC railway
norms, including EN 50155, EN 50121, and EN 45545-2.

guardME CCTV recorder IP cameras

L] Partial solution integrated with existing
systems

overVIEW ONBOARD enables the seamless integra-
tion of existing third-party components into the overall
solution. This allows customers to implement overVIEW
ONBOARD without needing to replace existing hardware
or invest in additional services.
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Open, flexible,
and scalable

Expandable to unlimited de-
vices and functions
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Turnkey solution

Ensures device compatibility,
quick installation,
and smooth deployment

Third-party support

High interoperability with
existing devices

Robust train-to-ground communication

Onboard safety systems generate high volumes of data
that must be transmitted securely and efficiently over mo-
bile networks — even in areas with limited coverage. A
stable and secure connection is essential to enable real-
time monitoring of onboard activity by train drivers, on-
board staff, and control center operators.

Mission Embedded leverages advanced edge gateway
technologies — including dynamic bandwidth manage-
ment and link aggregation — to provide a reliable, high-
performance platform for real-time information systems
and modern surveillance applications.

These innovations ensure reliable, seamless data
transmission, even under challenging conditions,
enabling continuous connectivity and maximum op-
erational efficiency across the entire rail network.

Automated video retrieval via WiFi or 5G

overVIEW ONBOARD uses WiFi and 5G connectivity to
automate processes entirely — with no manual interven-
tion required.

When a train enters a depot or an area with wireless
coverage (e.g., a station), the system autonomously man-
ages video downloads, data synchronization, and nec-
essary updates. All tasks are executed on a scheduled
basis, efficiently and securely — without the need for
physical access to the vehicle.

Retrofit: Sustainable modernization for existing
systems

Mission Embedded applies cutting-edge technology to
modernize existing infrastructure with a sustainable, re-
source-efficient approach. This extends the lifecycle of
installed systems, reduces operating costs, and actively
supports environmental responsibility and CO2 reduction
in rail operations.

IRIS Certification - Silver Quality Performance
Level

With its IRIS certification at the Silver Quality Per-
formance Level, Mission Embedded fulfills all the
requirements of a recognized supplier to the rail
vehicle industry. Our customers benefit from the

highest quality standards, reliable and validated
processes, and sustainable assurance across the
entire rail technology value chain.

IRISD

Certification
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5. System functionalities & benefits

Key features of overVIEW ONBOARD — Mission Embedded’s intelligent video surveillance solution at a glance:

FEATURES BENEFITS

Integrated CCTV platform » Combines video & incident management plus multi-sensor integration
« Tailored solution for various surveillance requirements
» Enhanced situational awareness through trusted Artificial Intelligence (Al)
« Seamless integration into existing systems & support for third-party devices

« Integrates hardware, software, and cloud infrastructure with flexible scalability

Cloud-based architecture - Easy remote access via web-based and mobile applications
» Shared usage and resources across multiple locations
» Multi-user access with flexible permission management
* Reduced hardware requirements through cloud integration
« High scalability and easy expandability
» Supports additional sensor integration (e.g., smoke and gas detectors)

» Cost-efficient by reducing infrastructure and operational expenses

Intelligent video analytics « Early detection of safety-critical incidents with immediate alerting
« Efficient analysis of recordings for legally compliant evidence documentation
» Optimization of service quality and operational processes

» Objective and consistent 24/7 safety monitoring

Browser-based client with « Functions for alarm and incident management

control room functions « Video recording / playback / storage with legally compliant evidence handling
« Analytics and reporting tools for incident evaluation
* Bi-directional voice communication

» System and health management for the entire infrastructure

Scalable system architecture - Built-in failover for servers, databases, and storage
» Adaptable to diverse surveillance requirements
» Open ecosystem with high interoperability for existing devices
» Simplified system integration for faster deployment & expansion

» End-to-end solution from a single provider

Information security, data « Full compliance with EU Al Act, NIS-2, and GDPR regulations
protection & connectivity « Secure network and system architecture
» Advanced data protection controls with granular permissions

» Secure multi-link LTE/5G connectivity for mobile applications

| Mission Embedded GmbH www.mission-embedded.com
MISSION EMBEDDED i iosi
I I | MEMBER OF THE FREQUENTIS GROUP Guthelll-Schoder-G.asse 8-12  sales@mission-embedded.com
1100 Vienna/Austria Tel.: +43 1 9971993-0



Solution Brief: Intelligent Video Surveillance in Trains

10

About Mission Embedded

Mission Embedded is an Austrian technology company
specializing in the development and delivery of high-relia-
bility embedded systems and intelligent system solutions
for safety-critical applications.

We provide tailored solutions for industries with the high-
est safety and security requirements, including rail &
transport, industry, aviation, defense, and medical tech-
nology.

With innovative technologies and intelligent solutions, we
support businesses in the digital transformation and mo-
dernization of their systems and infrastructures — enhan-
cing safety and security, efficiency, and future viability.

From intelligent assistance and industrial loT solutions
to next-generation safety monitoring and communica-
tion systems — Mission Embedded develops and delivers
comprehensive system solutions that create real added
value.

Mission Embedded is a member of the Frequentis Group,
the leading provider of safety-critical information and
communication systems, and builds on 75 years of ex-
perience in the field of mission-critical system solutions.

Mission Embedded - Your partner for innovative sys-
tem solutions

[ 100% Cost security

We guarantee fixed development and series prices
right from the start, ensuring full cost control and
minimizing financial risks. This allows you to focus
on your market while we take care of the technical
implementation — reliably and predictably.

[ 25 years investment protection

We provide up to 25 years of long-term support
and lifecycle management. Our approach is based
on extensive lifecycle experience and intelligent,
forward-looking strategies. Even long after market
launch, we continue to support maintenance,
production adjustments, and field issues.

| Expertise from 75+ specialists

We create real added value by combining know-
ledge and experience. Our highly specialized team
of 75+ experts ensures your competitive edge in
product innovation through expertise in image and
sensor processing, sensor and system integration,

artificial intelligence, safety and security, reliability,
explosion protection, radio and wireless communi-
cation, embedded systems, low-power solutions,
and regulatory approvals.

End-to-end solution provider

A Mission Embedded system is more than just an
intelligent combination of hardware, software, and
mechanics. We develop customized solutions that
seamlessly integrate into your environment, built on
a deep understanding of your needs — beyond just
technical specifications.

Additionally, we offer a comprehensive service
package for your development, supply chain
management, just-in-time production, and seamless
delivery. This guarantees that you receive exactly
what you need — on time and with full reliability —
from initial concept to hands-on support in the field.

Certified to the highest quality standards

Certifications reflect our unwavering commitment to
the highest standards and our continuous pursuit of
excellence.

Mission Embedded is certified according to:

= ISO/IEC 42001:2023 - Al Management

= ISO/IEC 27001:2022 - Information Security

= ISO 9001:2015 - Quality Management

= ISO 14001:2015 - Environmental Management
= IRIS Silver Level - Rail Industry Standard

s ATEX/UKEX/IECEX - Explosion Protection

Get in touch with us:
Your contact person

Dr. Christof Pitter
Division Manager
Sales, Marketing & Research

Tel: +43 660 8833 909
sales@mission-embedded.com

Additional information:

= overVIEW Rail: Intelligent video surveillance
for railway operations

= Advanced onboard video system for rail vehicles

The information contained in this publication is for general information purposes only. The technical specifications and requirements are correct at the time of publication.
Mission Embedded accepts no liability for any error or omission. Typing and printing errors reserved. The information in this publication may not be used without the express

written permission of the copyright holder. Version 2026.
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